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The HP OpenVMS High Availability Mission Statement

HP will provide our customers with an environment in
which their required applications and associated data are
available all the time within specified performance guide-
lines regardless of hardware and software, and planned
or unplanned occurrences.

The OpenVMS commitment to high availability involves
continued support and enhancement of existing high
availability and disaster tolerant features, the evolution
of that environment based on growth requirements,

1. Introduction

The business loss from service outages continues to grow
rapidly. News clips of businesses losing millions of dollars
of market capitalization in hours or days due to e-Commerce
or operational outages are far too common. U.S. Bureau
of Labor statistics and others show that for companies
suffering traditional disasters, only 6% survive long-term,
43% never resume business, and 51% close down their
business within two years.

Listed below are staggering statistics as reported from
a 2001 survey conducted by Contingency Planning
Research and Contingency Planning & Management,
regarding hourly downtime. Of the IT professionals
who responded:

® 46% stated each hour of downtime would cost their
companies up to $50,000

® 28% said each hour would cost between $51,000
and $250,000

® 18% said each hour would cost between $251,000
and $1,000,000

® 8% said an hour of downtime would cost their
companies more than $1,000,000

In the face of these negative financial impacts, IT profes-
sionals, working in concert with hardware and software
vendors, battle back with high-availability solutions.

HP defines high availability as the ability of a computer
system to provide access to applications and data —
based on the level of services required by an organization
and its users whenever and wherever its business needs
dictate.

This white paper examines the capabilities that contribute
to a high-availability environment and explores the indus-
try-leading high-availability features of the HP OpenVMS
operating system.

and enhanced enterprise features such as OpenVMS
partitioning, mixed architecture clusters', and hardware
component hot swapping.

In addition, HP is committed to the extension of the
OpenVMS operating system to the next generation of
HP servers. OpenVMS has undergone a full port to the
64-bit Intel® ltanium®based HP Integrity server line.

! AlphaServer systems with Integrity servers or VAX systems with
AlphaServer systems.

It should be noted that the OpenVMS operating system
runs on three distinct server platforms: VAX systems, HP
AlphaServer systems, and — incrementally rolling out at
the end of 2004 and into 2005 — HP Infegrity servers.

While high availability is a business-critical requirement in
every industry, there are certain environments — health-
care, finance, manufacturing, telecommunications, and
government, for example — where availability is the top
priority. Because OpenVMS offers unparalleled availability,
it has an outstanding presence in these industries through
a broad range of high-availability solutions including
products, services, and partnerships. At the same time,
OpenVMS provides a core business-critical environment
for in-house application development in any industry.

HP OpenVMS solutions combine industry-leading high-
availability and disaster-tolerance capabilities with open
database and application support. And the power of HP
AlphaServer systems and HP Integrity servers delivers unri-
valed flexibility and breadth of customer solutions.

2. What is High
Availability?

High availability isnt something that can just be bolted
on. The IT organization must approach high availability
with a fundamentally holistic and systemic point of view.
This means looking both at and beyond the IT
environment including

e Physical infrastructure (HVAC, power, communications,
isolation from extraneous disruptions, and so on)

e Policies and practices
¢ Hardware and software technologies

e Services (for technology and for general business
continuity)



While the first two items — physical infrastructure, as
well as policies and practices — are essential to a
complete high availability environment, this paper
will focus primarily on hardware and software
technologies and, to a lesser extent on services.
Considerable information on the first two can be
found at www.hp.com/go/businesscontinuity.

Before discussing the technology itself, though, the ques-
tion of how to measure availability must be answered.

Measuring Availability

While availability is popularly measured in terms of the
percentage of a year's time that a system is up and
running — the so-called “9s” — it is more precisely and
more practically measured in terms of Recovery Time
Objective (RTO) and Recovery Point Objective (RPO).
The considerations and characteristics of each are
presented below.

Recovery Time Objective (RTO)
* How soon after an event does the business process
need to be available?

* Not all business processes need to be available at
the same time

e Primary focus is transactions

RTO identifies how long your IT environment can be down
before it affects the business. In other words, how much
downtime is acceptable? Time in this case is measured
forward from the point of the failure until normal process-
ing can be resumed. This requirement may depend, too,
on the cycle of the economic year. A retailer, for example,
may be a lot more resilient to downtime in mid-August
than in December’s holiday consumer buying cycle.
Contrast this with some environments, in which penalties
are paid for every minute of downtime, around the clock.

Recovery Point Objective (RPO)
* How much work in progress can be lost2

* Not all work needs to be recovered to the same point
® Primary focus is data

RPO identifies the point at which the data is restored after
a disaster, and thus quantifies the amount of data loss
that is acceptable — if any. In this case, one measures
backwards from the point of failure. Data vaulting, for
example, may be all the protection an organization needs
for certain parts of its IT environment while others may
require recovery of even an in-flight transaction.

Once RTO and RPO are determined for a given
environment, an organization can use this more granular
measurement model to design and deploy finely grained
high-availability hardware, software, and services
solutions appropriate to specific locations, processes,
time periods, and technologies.

Implementing High Availability
Hardware High Availability

One way fo enhance availability at the hardware level

is fo cluster two or more computers together. In the most
basic clustered environment, if one system goes down the
other can assume the workload. In an OpenVMS clustered
environment all systems function as though they are a
single computer. Should one system fail, the workload is
automatically distributed among the others with the result
that users usually do not notice system failures nor is work
interrupted or data lost.

High availability can be further enhanced through the use
of multisite clusters. In this scenario, each system or group
of systems is in a geographically separate location. By
splitting the computing environment among two or more
locations that are at safe distances apart, an organization
can ensure that it will remain in operation even in the
face of having lost the use of a complete data center.

By adding sufficient resources at the two sites, it may be
possible to run most critical applications without significant
degradation.

Software High Availability

Software plays a central role in creating a highly available
environment. While the hardware can provide redundant
paths and component failover capabilities, the ability of
software to predict, detect, report, and react to failures is
critical. To ensure availability, software must be able to
transparently defect when a component has become
unavailable, be able to quickly and concisely report the
failure, and determine when another component can be
used without losing system and application context.

Within a cluster, the software must be able to rely on
other member systems to fulfill aspects of the application
functions. If one of these resources becomes unavailable,
the software must be able to find and use other available
resources transparently and quickly. Because upgrades
are a significant source of planned downtime, it is also
essential that software upgrades are fast and easy.

Services are Key to High Availability

Services bridge the gap between what the technology
provides and what the environment requires in terms of
uptime. When the application environment (including
hardware and software) is inherently highly available
due to the capabilities of the technology, the need for
emergency support services diminishes. In other words,
when data is available and applications continue to
run, support activities can occur at a convenient time,
rather than in an emergency mode when the service
or upgrade must be completed for the application to
continue to function.

On the other hand, as an environment takes greater
advantage of high-availability attributes of the technology,
it becomes more important to develop and implement
appropriate procedures, testing, and verification. Therefore,
management of support services become vital; and change
management becomes paramount.



Table 1: OpenVMS = Secure by
Design

Services can include consulting, which involves the design
of a highly available environment; necessary simulations
of current and future performance; and the detection of
problems before they arise. The proper design of an envi-
ronment — and the analysis of existing environments

for robustness in the event of a change or failure — are
all key aspects of ensuring a highly available system.
Moreover, it is essential to document, monitor, and control
all changes to the environment to avoid unintended conse-
quences, errors, or degradation of RTO and RPO.

3. HP OpenVMS and
High Availability

Design Theory

The OpenVMS operating system has been in existence for
almost thirty years and continues to deliver the robustness
necessary to run business applications reliably. While
longevity is one measure of an operating environment's
ability to be highly available, the inherent design of that
environment is the frue measurement. From its inception,
OpenVMS was designed with availability, flexibility, and

scalability in mind.

The design theory behind OpenVMS is that — regardless
of the size or complexity of the hardware that is being
used — applications should run in the same way on the
OpenVMS operating system. In other words, an applica-
tion that runs on a workstation could be moved to an
enterprise-wide server and still run correctly. What's more,
applications are able to access data either directly from
the local system or remotely through connections with
other systems. These connected systems can share
resources for data access, system resources, and can

be centrally or remotely managed.

OpenVMS runs on HP VAX, HP AlphaServer, and HP
Integrity server systems. While each of these hardware
platforms has inherent Reliability, Availability, and
Serviceability attributes, OpenVMS and associated

high-availability software products enable these environ-
ments to meet service-level requirements dictated by RTO
and RPO. An overview of AlphaServer and Integrity server
systems is available in Appendix 3.

OpenVMS System Management Tools
System management directly contributes to high availability.
With HP OpenVMS, system management is easy because
an entire cluster can be managed from a single worksta-
tion, either locally or remotely. This single-location
management can significantly reduce management costs
for large, complex systems while providing tools and per-
formance data to improve cluster efficiency and reliability.

OpenVMS system-management tools reduce operator
error and aid in keeping systems up and running efficiently.
They help improve workload management among shared
resources such as printers and disks, and provide a
central inferface through which third-party system
management tools can operate. In addition, OpenVMS
system-management tools maintain a history of system
functioning and furnish easy and central manipulation

of user accounts.

A complete set of system management solutions is available
for OpenVMS including schedulers, console managers,
event and performance advisors and analyzers, and
others. These products are available from HP and from

a number of third parties. For more information, visit
www.hp.com/go/openvms.

OpenVMS Security

A major availability risk resides in the realm of security.
Hackers, viruses, and worms, will adversely affect
availability. Systems must have a level of security that
supports the desired RPO and RTO. Table 1 below
illustrates the HP focus on four key areas of security and
the OpenVMS features that contribute to high availability.

Integrated Security Model since V1.0

* Always C2 Compliant

® Virus resistant architecture

Data Integrity and

Network Security Confidentiality

Intrusion Detection

and Analysis Access

Supports industry-standard Supports industry-standard

network security tools: encryption:

® Kerberos e CDSA

® OpenSSL * GnuPG

® SSH ® Encryption for OpenVYMS

securing backups
e |PSEC ( 9 Ps)

o Host-based cluster-wide ® Single security domain

intrusion detection

e Comprehensive audit
analysis and reporting

across host or cluster

e Support for multiple
authentication methods

® Fine-grained privileges

® OpenView infegration




Table 2: Comparison of security
risk

What's more, data assembled from primary sources by
TechWise Research indicates that the security risks with
OpenVMS are the lowest in the industry as shown in
Table 2.

Negative Effects

Incidents OpenVMS

Solaris AIX

Average Number of cluster
crashes per year caused by
a virus or worm 0.28

2.84 1.47

Average annual hours of cluster
downtime due to a virus or

worm 0.88

4.32 6.73

Number of security advisories
issued by CERT® Coordina-

tion Center between 2000

and 2003 2

29 28

Common Vulnerabilities and
Exposures (CVEs) identified
by MITRE corporation 6

167 89

Unlimited OpenVMS Growth

HP offers virtually unlimited OpenVMS growth for years
to come through a clear, cost-effective upgrade path with
hardware, software, services, and option upgrades.
Upgrades to SMP and high-performance clustering provide
effective scaling for major performance increases, while
flexibility is further assured by extensive compatibility with
industry standards.

Beginning with OpenVMS Version 8.2 there is a single-
source-code stream for both the HP AlphaServer system
and HP Integrity server platforms. This ensures that all
non-hardware-dependent enhancements will be released
on both server environments in the same timeframe includ-
ing high-availability and disaster-tolerance capabilities.

4. HP OpenVMS High

Availability Features

The previous section provided an overview of the basic
qualities that make OpenVMS a natural choice for high
availability. This section will focus on specific OpenVMS
capabilities that contribute to building high-availability
and disaster-tolerant environments.

The OpenVMS File System

The OpenVMS File System provides for I/O operations
performed in carefully designed sequences, and is
intended to provide for consistent and recoverable data
even if a related sequence of disk 1/O operations does
not complete.

These careful updates greatly reduce exposure fo file
system corruption, both on a stand-alone system and in
an OpenVMS Cluster. Integrated support for two-phase
commit transaction management as well as journaling
capabilities further ensure that applications have clear
and consistent data available at all times. This combina-
tion of file system features preserves critical application
data over system and even application failures.

In conjunction with products such as Reliable Transaction
Router (RTR), the two-phase commit transaction processing
capabilities of OpenVMS can be extended across separate
clusters, creating a software-based, global, transaction
fault-tolerant environment?.

OpenVMS configurations provide for the shadowing of
disk storage, permitting application data to be transparently
mirrored across available storage hardware, regardless of
its location. Volume Shadowing, or host-based shadowing,
fully interoperates with controllerbased RAID. This permits
transparent data redundancy — with local or remote stor-
age. Both the file system and Volume Shadowing provide
transparent recovery from common errors, reducing the
effort and the risks involved with manual operator
intervention.

2 For more information on Reliable Transaction Router refer to
www.hp.com/go/rfr.




Integrated and Distributed Batch

Processing

HP OpenVMS provides integrated and distributed batch
processing. Bafch processing permits non-time-critical
applications to be scheduled in the background and
processed on any of specified sets of available systems.
OpenVMS also provides for batch restart — permitting
batch jobs to checkpoint application data and automati-
cally restart after a system shutdown, failure or
reprioritization. This provides a simple way to schedule
non-priority tasks to gather available resources across a
collection of nodes, or to schedule high-priority tasks
transparently and automatically, without regard for which
specific nodes are available when the job runs.

Recovery from Failure

As important to availability as reliability and uptime,
recovery from failure helps maintain availability. HP
OpenVMS provides integrated and optional capabilities
— for such tasks as operator communications, DECevent
error handling and analysis, and system environment
monitoring — permitting systems to be repaired and
brought back online quickly. With failure prediction,
problems can be detected and reacted to before they
become critical. Losing one of a redundant pair of power
supplies isn't a problem — until the other is lost.

Similarly, the rapid detection and response to security
attacks can reduce exposure, and can be used to identify
and repair any breaches that might occur. This gets
systems back online quickly and helps keep them online.
OpenVMS provides for security alarms as well as for the
auditing of system activity.

And as a last resort, OpenVMS provides an integrated
backup utility and associated calling interface.

OpenVMS Partitioning

Those who use OpenVMS partitioning in an AlphaServer
environment will be familiar with the term “Galaxy” by
which it is known. Similar functionality is also being
developed for OpenVMS on HP Integrity servers.

OpenVMS partitioning enables the running of multiple
instances of OpenVMS in the same system. These
instances can be reconfigured dynamically. And these
instances are peers — operating in parallel and with
direct access to the hardware. Each OpenVMS partition
instance boots and shuts down independently.

An OpenVMS partitioned computing environment
provides exceptional scaling in symmetric multiprocessor
configurations. Further, OpenVMS partitioning capabili-
ties provide flexibility around the assignment of system
resources across the instances — to balance continuously
changing system loads; meet application testing or
upgrade requirements; or meet organizational configura-
tion requirements.

Instances in an OpenVMS partitioning computing environ-
ment can be clustered with other instances within a
partitioning system using the shared-memory clustered
inferconnect fo communicate with each other. Instances in
one OpenVMS partitioning system can also be clustered
with instances in another OpenVMS partitioning system
or with cluster nodes in non-partitioning systems. Instances
clustered outside of a partitioning system use traditional
cluster inferconnects.

With AlphaServer systems, portions of memory can be
shared among processes and among processes running
in multiple instances within an OpenVMS partitioning
system. This permits applications to share data and to
share data caches, and even to shut down and restart the
operating system without having to reload the application
data caches. Even if OpenVMS partitioning instances are
not configured as members of the same AlphaServer
OpenVMS Cluster, this backplane-speed shared memory
is available.

This flexibility permits an organization to choose the
OpenVMS partitioning configuration that best meets its
reliability and availability needs. And a configuration can
be changed and even upgraded dynamically — all while
critical applications remain running.

OpenVMS Clusters

HP OpenVMS Cluster software is an integral part of the
OpenVMS operating system, providing the basis for many
of the key capabilities used by OpenVMS enterprise solu-
tions. A full “shared everything” cluster design that has
been in existence for more than 20 years, OpenVMS
Cluster software allows for the maximum in expandability,
scalability, and availability for mission-critical applications.
In fact, a DH Brown Associates study® of IT managers with
OpenVMS cluster experience published in June 2004
reported that

“. . . the consensus was that OpenVMS clusters remain
“superior” in many senses to all of the UNIX-based
clusters available today in terms of sophistication of imple-
mentation (e.g., clustering integrated into file system, users
can connect fo any server in the cluster, clustering built
into the operating system, up to 96 nodes in datacenters
up to 800 km apart). Moreover, they were aware (fo vary-
ing degrees) that an OpenVMS cluster can simultaneously
be a scale-out, high availability, and disaster-tolerant clus-
ter depending on the scripts used, the interconnect
internodal distances, and the application or applications
deployed.”

* Appendix 2 contains a more extensive excerpt from the study.




A key enabler of the OpenVMS role in the HP Adaptive
Enterprise, OpenVMS Cluster software has been an indus-
try bellwether technology* where enterprise environments
must adapt to growth and changes over time. These capa-
bilities also make the total cost of ownership (TCO)® for an
OpenVMS application environment extremely attractive.

A Closer Look at OpenVMS Cluster Software

An HP OpenVMS Cluster is a highly integrated organizo-
tion of VAX and HP AlphaServer systems — or AlphaServer
and HP Integrity server systems-applications, operating
systems, and storage devices. These systems can be con-
nected to each other and storage components in a variety
of ways, depending on an organization’s needs.

Figure 1 shows a typical small OpenVMS clustered
environment. The environment is characterized by

¢ The ability to have multiple server architectures running
OpenVMS

e Common/shared storage environments — Fibre
Channel and/or Cl

® Non-shared storage but the ability to serve the data to
any node in the OpenVMS cluster

e The ability to share resources freely within the cluster

+*._the Disaster Tolerant OpenVMS Cluster. Still considered the “gold
standard” in commercial clustering, it's not unusual for OpenVMS Cluster
uptimes fo be measured in years.” (David Freund, llluminata, 2002)

¢ See hitp://h71000.www/.hp.com /openvms /whitepapers,/
for independent analysis results by TechWise Research Inc.

Fig 1. Basic OpenVMS Cluster

configurations

Note: For the purposes of develop-
ment and migrafion, customers can
have VAX systems in their mixed-

architecture Infegrity clusters. However,

should a problem be discovered
because of the inclusion of the VAX
systems, the customer will need to
remove those VAX systems. In a pro-
duction environment, VAX systems are
not formally supported in a mixed-
architecture Infegrity environment...
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Cl Storage
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OpenVMS Cluster systems provide the ultimate in a highly
available, scalable, and flexible computing environment.
The cluster also allows the connection of systems of all
sizes and capacities to achieve an easy-fo manage, single
virtual system. And the inherent capabilities of OpenVMS
clustering allow systems to be connected at distances from
just a few inches up to 800 KM apart.

As OpenVMS moves to the Integrity server line, the role of
clustering to allow customers a seamless integration into
their environment cannot be understated. Due to

its inherent mixed-architecture clustering capability,
OpenVMS clustering allows both AlphaServer systems
and Infegrity servers to be mixed within the same cluster
environment.®

Fibre Channel SAN storage can be shared between the
two architectures freely, given that the on-disk file structure
is identical between the two. Additionally, applications
can be run on either architecture within the cluster and
allow users throughout the cluster to use the application
as necessary.

¢ Incorporating HP Inegrity Servers info an OpenVMS AlphaServer system
environment can be as straightforward as adding one or more nodes to
the cluster.




Disaster Tolerance

Disaster tolerance is the ability to withstand the functional
loss of an entire data center arising from events such as
natural disaster, sabotage, loss of power, or human error.
IT environments are typically protected against such
catastrophes by extending cluster and data-replication
capabilities beyond the local geographic area. This might
be across a campus, the other side of the world, or any-
where in between.

The OpenVMS high-availability capabilities allow for this.
Indeed, OpenVMS clusters can be separated by as much
as 800 kilometers between nodes while still functioning
as a fully operational single-system environment. And this
occurs even if one part of the environment becomes com-
pletely incapacitated. Moreover, data replication has
been qualified up to 90,000 kilometers.

Considerations that go into designing and implementing
a multisite cluster include:

¢ |dentifying critical data for shadowing (replication)
e Site selection
* Communication among the sites

¢ Policies and procedures regarding failure and restart
of either site

* Appropriate setting of system parameters to enable
smooth failovers

Moving from High Availability to

Disaster Tolerance

Section 2 of this paper discussed the measurement of
availability using RTO and RPO. It pointed out that this
measurement model delivers a more granular picture of
a given environment, enabling an organization to more
appropriately apply resources to specific locations,
processes, time periods, and technologies. Implementing
OpenVMS capabilities along a continuum from high avail-
ability to disaster tolerance can be equally as granular.

This means that once an organization has precisely
defined its RTO and RPO requirements, it can, with equal
precision, build an OpenVMS environment to meet those
requirements. And — because of OpenVMS scalability —
it can more accurately purchase the level of computing
resources it needs at present without boxing out future
growth. In the end, this contributes to a lower TCO, ease
of use, and more facile change management. The next
few pages present an overview of the incremental steps
that an organization can take to move easily and
economically along the OpenVMS high-availability/

disaster-tolerant continuum.

Figure 1 on the previous page, showed a basic local
high-availability cluster environment. Here, Figure 2
depicts an OpenVMS cluster design with two local high-
availability clusters connected over a distance to provide
disaster tolerance.

This is not only a disaster tolerant configuration but is, in
essence, a four-node cluster with two pairs of two nodes
in two different locations. Host-based volume shadowing
provides data protection.

Fig 2. Two local high-availability
clusters connected in a DT
configuration
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Fig 3. Quorum disk ¢ keep quorum equal on each site
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® use boot time commands to Integrity server Integrity server
1 1

implement single-site booting

Star Coupler [l Star Coupler Star Coupler [l Star Coupler
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Controller J§ Controller

|:| |:| Pair Pair
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Disk l r.r.r.

Host Based Volume Shadowing
Data Shadowing

Figure 3 introduces the quorum disk that provides media-  a unique version of data and transactions and the system

tion between cluster nodes. Without this mediation a will not know how to combine them. A quorum disk (or
condition known as “split-brain” syndrome can arise. If quorum node) will mediate and determine the proper
a link is broken between sites, each site operates actions fo take on both failure and resynchronization.

independently. When reconnected, each site will have

Fig 4. Fibre Channel direct data

storage D D AlphaServer

. system or
Site S‘ystem Integrity server
Disk

FDDI
Gigabit Ethernet

A
Y

AlphaServer AlphaServer AlphaServer AlphaServer
system or system or system or system or
Integrity server Integrity server Integrity server Integrity server

Controller J§ Controller Controller |§ Controller

D D Pair Pair Pair Pair D D

SiIeDSiﬁlem .rr.rr.rr. Host Based Volume Shadowing .1T.11.11 SiIeDSiﬁlem

Data Shadowing .

Figure 4 is similar to the configuration shown in Figure 3
but it adds Fibre Channel direct data storage to the data
storage link for improved data replication performance.
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Fig 5. Host-based volume shadowing
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Figure 5 builds on the above configuration with the
capability to copy system disks with host-based volume
shadowing.

Fig 6. Data Replication Manager
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Data Replication/Shadowing

The design in Figure 6 includes continuous-access Data
Replication Manager (DRM) to copy system disks. DRM is
an ideal solution for mirroring data online and in realtime
to remote locations via a local or an extended Storage
Area Network (SAN). Using DRM software, data replica-
tion is performed at the storage-system level and in the
background to any host activity.
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Fig 7. Replication over distance

This chart shows the throughput
at different distances using 1 lun
for the testing — then we stopped
testing!

Note that the “cold standby”
systems can also be doing
other work.

OpenVMS Host [l OpenVMS Host SIERCER R QTR Cold Standby Standby Host Standby Host
HBA Communication Nodes HBA | HBA HBA |HBA
* When the goal is unlimited distance, not low latency...
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Controller b Controller
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200 ms 15 KB/s 40,000 km 25,000 m
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Table 3. Data Replication
Distances

With disaster-tolerant configurations, the question arises
of how far away from the primary site can data be
stored? The real question that needs to be answered is
“How “realtime” must the data be at the remote site2”

As shown in Table 3, the results of tests performed by HP
DRM Interconnect Engineering, indicate that OpenVMS,
right out of the box, can achieve data replication

thousands of miles away. The circumference of the world
is only 26,120 miles (40,820 km) and testing was
stopped at simulated distances more than twice that
(60,625 miles or 97,000 km). So, achieving data
replication at great distances isn't really the problem.
However, whether this approach works depends on the
problem to be solved.

Latency (milliseconds) Throughput (seconds) Distance (kilometers) Distance (miles)
Oms 11 MB/s 0 km Om

10 ms 226 KB/s 2,000 km 1,250 m

50 ms 45 KB/s 10,000 km 6,250 m

100 ms 24 KB/s 20,000 km 12,500 m

200 ms 15 KB/s 40,000 km 25,000 m

300 ms 9 KB/s 60,000 km 37,500 m

400 ms 8 KB/s 80,000 km 50,000 m

485 ms 6.5 KB/s 97,000 km 60,625 m

The left side of Figure 7 shows an example of an OpenVMS
Cluster using Fibre Channel switches as a storage
inferconnect. It also illustrates the deployment of Fibre
Channel over a network to replicate data for disaster
recovery. The systems on the top right are “cold standby
nodes” and are not active members of the cluster on the
top left. They are there for recovery. The efficiency of this
environment would depend on the management of the
write operations. For example, using journal files on a
local disk and determining when and how much data
must be updated through “mini-copy” operations can

impact how much latency your operation can withstand
and still provide the desired level of performance.

Economists often talk about a concept known as “Oppor-
tunity Cost”. The true cost of something, economists say,
is what you give up fo get it. Everything you do has an
opportunity cost. And, when it comes fo electronic data
inferchange across great distances, another important
question needs to be answered: “What problem are you
trying to solve?”
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Figure 7 illustrates that a data recovery strategy could be
deployed over extreme distances. At system start-up, of
course, processing time would have to be invested fo cre-
ate a duplicate copy of the entire local database at the
remote site. Once fully operational, “mini-copies” could
be used to keep the two databases consistent.

With device journaling for database recovery, each
journal file contains a transaction applied to the database.
The journal files can be used to recover a database sever-
al ways. One way would be to reconnect the distant
members, and then replay all of the transactions, using
the journal files. Another way would be to restore the
database from backup and apply the journal files to the
database backup. This would require the restoration of
the remote devices as well.

5. The Continuous
Enhancement of HP

OpenVMS

HP continues to enhance an already robust set of high-
availability and disaster-tolerant features with offerings
contained in each new OpenVMS release.

OpenVMS V7.3-1

OpenVMS V7.3-1 delivered a set of enhancements
centered on improving Fibre Channel storage performance
and availability. Areas of improvement included perform-
ance enhancements within the operating system, as well
as improved failover capabilities with support of
Multipath Tape capabilities. Additionally, the OpenVMS
clustering capability was enhanced to allow the serving
of data from one cluster node to another using the Fibre
Channel storage paths instead of the traditional host-to-
host links. The combination of these features delivered
greater availability and much improved DT performance.

OpenVMS V7.3-2

OpenVMS V7.3-2 delivered a set of key improvements

in the area of Host-Based Volume shadowing, and cluster-
wide device access. Starting with V7.3-2, customers are
now able to dynamically increase the size of a storage
volume, up to a maximum size of 1 TB of logical space.
This feature enables them to take advantage of EVA-
based storage solutions, specifically the virtualized
capabilities therein.

In addition, Host Based Volume Shadowing (HBVS)

was improved fo allow members of a shadow set be of

a different size. This allowed customers to build up to a
three-member mirror set with any device that was available,
with the smallest member controlling the overall shadow
set size. However, when this feature is combined with the
Dynamic Volume Expansion feature, the size of a shadow
set can be dynamically increased by replacing set mem-
bers with different devices, and dynamically increasing
the member size one by one until the shadow set has
increased in size - without taking the mirrored set down!

Late in 2004, a feature was made available for OpenVYMS
V7.32 to allow a minimum MERGE (or Minimerge) to take
place for Fibre Channel storage within a shadow set.
With Cl-based storage (HSJ/HSC), the storage controller
kept a physical log of write changes to a device if it was
removed from the shadow set. When the member was
infroduced into the cluster again, only a MERGE of the
changes was required. With Fibre Channel, no such
controller-based logging was available. OpenVMS then
infroduced this new Minimerge feature for V7.3-2, which
allowed any FC-based storage to have a bitmap log kept
within the OpenVMS host to track write changes, such
that when a shadow set member was brought back into
the cluster, only the write changes were MERGED. This
feature is enabled via a remedial kit for V7.3-2, and is
included with the V8.2 code as released.

OpenVYMS V8.2

OpenVMS V8.2 is the first release of OpenVMS to
support the industry-standard HP Integrity server family
based on the Intel® ltanium® 2 architecture. This release
contained a limited set of new features for Availability
and DT (the Minimerge feature listed above). However,
the main capability delivered with this release was the
inherent ability to have both AlphaServer and Integrity
server systems operate in the same OpenVMS Cluster.

These two platforms coexist in the same cluster, share the
same FC SAN infrastructure, and can connect using the
same LAN-based interconnects used with OpenVMS clus-
ters in the past. This allows an OpenVMS user to have a
mix of AlphaServer systems and Integrity-based systems as
part of the same cluster, separated to the limits of Open-
VMS clustering, and use the same data at any location.
Features such as HBVS, Clusterwide File System, and RMS
work freely across both environments, and failover from
one location to another continues to be seamless.
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6. Conclusion

Industry Solutions with Business

Partners

HP will continue to strengthen support of OpenVYMS
horizontal solutions through business-critical solutions
partnerships with, for example, Oracle and major system
management, development, and business application
companies. At the same time, HP is also increasing invest-
ments to provide tightly integrated Polycenter replacement
products.

Working together with its partners, HP will continue to
enhance vertical market segmentation solutions in which
we provide leadership in integration, management solu-
tions, and more. In addition to providing reliable,
dependable core OpenVMS business-critical computing
environments that meet the needs of any industry, HP will
focus on the following vertical markets:

® Financial Services

® Manufacturing

® Telecommunications
® Healthcare

e Government

The bottom line is that HP will continue to provide
customers with an environment in which their required
applications and associated data are available all the
time within specified performance guidelines regardless
of hardware and software, and planned or unplanned
occurrences.

15



Appendix Table 1. A table
summarizing OpenVMS high-
availability features, functions,
and benefits

Appendix 1

Additional resources and information

on OpenVMS high availability

For more information on the high availability solutions
offered by HP OpenVMS, please see our Web site at:
www.hp.com/go/openvms*.

To see an interactive demonstration of OpenVMS high
availability and disaster tolerance go to
http://h71000.www?7.hp.com/availability/disaster.exe

Appendix 2

Feature Function

Benefit

1. 64-Bit Addressing Provides the user application up to 8 TB
of address space.

Allows huge amounts of data to be
accessed in memory.

2. Batch Checkpoint and Restart Support for batch procedures to Enables the restart of batch jobs from the
checkpoint activity for potential later last checkpoint.
restart.

3. OpenVMS Clusters Let 96 or more nodes share storage Allow physically separate systems to

resources, files, individual records, and a
wide variety of resources. Distances of
hundreds or thousands of kilometers can
separate member systems.

share resources and cooperate.

4. Device Flexibility Support for a large number of storage
and communications interconnects permits
configuration flexibility.

Permits great flexibility in the
configuration and allows the tailoring
of configurations to requirements and

budget.

5. Distributed Lock Management Provides distributed coordination, control,
arbitration, and cluster communications.
Permits elections of primary or unique
applications, detection of application fail-
ure, and the rapid communication of data
items such as sequence numbers.

Simplifies programming, improves
reliability, and greatly eases coordination
tasks.
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Appendix Table 1. A able
summarizing OpenVMS high-
availability features, functions,
and benefits (continued)

Feature

Function

Benefit

6. Environmental Monitoring

Packages and interfaces available to mon-
itor power supply status, system thermal,
and various other characteristics.

Permits automated local or remote moni-
toring and recovery.

7. Partitioning

Provides for multiple instances of Open-
VMS in the same system. Configurations
ranging from stand-alone to fully clustered
are permitted. Permits application and
system scaling in large multiprocessor
configurations.

Permits different workloads to operate in
parallel, each optimized for its own per-
formance and configuration flexibility.

8. Global Sections

Portions of the address space can be
shared among processes on the system,
and among processes across OpenVMS
Galaxy instances.

Simplify programming, resulting in better
application reliability and performance.

9. Host-Based Shadowing

Provides for fully distributed device mirror-
ing across local storage and across
hundreds of kilometers.

Avoids single-site failures.

10. Integrated BACKUP Utility

Permits the creation and the reliable
restoration of system, application, and file
backups, and provides an API.

Eases instituting and integrating recovery
procedures. Reduces MTTR.

11. Integrated Batch Support

Choose to run interactive tasks directly
when required, and to schedule batch
activities for later processing when system
resources are available, on any node in
an OpenVMS Cluster.

Allows simpler management; configura-
tion flexibility; the ability to schedule
background and maintenance tasks; and
schedule tasks to transparently soak up
spare processing when available.

12. Integrated Debugging

Applications can dynamically activate the
debugger (even debugging themselves),
and issue commands to help locate and
resolve application problems, speeding
problem resolution. Manual and remote
operations are also fully supported.

Speeds problem resolution through easier
development and debug and support,
and better application error reporting.

13. Integrated Error Logging

Integrated DECevent error logging and
reporting helps identify failing
components immediately.

Reduces MTTR.

14. Integrated Event Notification

Permits applications fo detect new or
departing members of an OpenVMS
Cluster, and to track many other system
events.

Simplify design and programming, infe-
grates management.

15. Integrated Networking

DECnet, IP, ICC, and various other
network protocols available.

Multisite, multiplatform, multipath. Avoids
platform- and site-specific failures.

16. Integrated Operator Communications

Permit system users and applications fo
communicate with system operators.

Provide simpler and integrated manage-
ment.

17. Integrated Transaction Processing

Full two-phase commit support. Permits
applications to perform all necessary
tasks in a transaction, or none of them.
Works in conjunction with RMS Journal-
ing and various other components and
packages.

Provides a reliable single and common
interface for transaction environments.
Ties in with packages such as Reliable
Transaction Router (RTR).

18. Integrated Security and Auditing

Prevent and track security-relevant activi-
ties. An OpenVMS Cluster is a single
security domain.

Enables the easy location, prevention,
and resolution of application, internal,
and external security problems.

19. Minimerge

Enables the merging of only the physical
disk changes, rather than a full merge.

Minimerge is significantly faster than a
full merge operation. It merges only those
areas of the shadow set where write activ-
ity is known to have occurred.
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Appendix Table 1. A able
summarizing OpenVMS high-
availability features, functions,
and benefits (continued)

Feature

Function

Benefit

20. Remote Management Capabilities

The OpenVMS Management Station per-
mits remote management, operation, and
control of OpenVMS systems.

Simplify management of multiple (poten-
tially disaster-tolerant) sites.

21. RMS Journaling

Mechanism for recovery from file-level,
system, or application failures.

Permits recovery from application failures,
various programming errors, and system
failures.

22. RMS and XQP

Provide common file formats, common
tools, and record-level file sharing across

multiple applications, across multiple clus-

ter members, and remotely using DECnet.

Highly reliable and proven file systems.
Ease debug and recovery and provide
common tools available to all
applications.

23. Rolling Upgrades

OpenVMS Cluster configurations can run
multiple versions of OpenVMS, and can
continue to share resources.

Enables the phase-in of fixes and new
application releases, and perform Open-
VMS upgrades without shutting down the
OpenVMS Cluster. Better flexibility

reduces risk, reduces downtime.

24. Shared Storage

OpenVMS Cluster members share read
and write access to storage devices, per-
mitting flexible and distributed
configurations. This includes the ability to
share system disks among systems.

Reduces management overhead, simpli-
fies configuration, reduces application
design, development, and maintenance
costs. Enables rolling upgrades.

25. Volume Rebuilds

Automatic and transparent rebuilding of
volume file structures and shadow-set
members.

Reduce management. Provide early and
automatic defection of problems.

26. Web Servers

Netscape FasfTrack and other Web
servers available. Java and Perl are also

HTML files and CGlI scripts can be shared

across cluster members as well as across

available.

the Internet.

Appendix 3

An overview of HP 64-bit server

platforms

HP AlphaServer systems and HP Integrity server systems
combine high-performance processors with innovative
technologies including high-performance interconnects
and symmetric multiprocessing (SMP).

They offer full 64-bit addressing and fast 64-bit |/O with
Very Large Memory (VLM) and Very Large Data Base
(VLDB) capabilities. HP has years of experience bringing
the power of 64-bit computing to high-availability
solutions. Version 8.2 of OpenVMS, released in Decem-
ber 2004, runs on both AlphaServer and Integrity server
systems. When combined with OpenVMS Clusters,
AlphaServer systems and HP Integrity server systems
combine performance with the high-availability capabili-
ties needed to run business-critical applications.

Integrating HP Integrity servers in an OpenVMS$
Environment

Planning and implementing the integration of HP Integrity
servers info an AlphaServer OpenVMS environment is
similar to what one would do to plan an expansion or

upgrade with AlphaServer systems. Indeed, adding an
Integrity server system to an OpenVMS environment
can be as straightforward as infroducing a new node to
the cluster.

In stepping through the planning and implementation
process it is important to keep in mind that, all things
being equal, an organization can opt for either AlphaServer
systems or Integrity servers for quite some time fo come.
HP support for the AlphaServer system family extends

well into the future. From a business perspective, though,
it is prudent o explore the possibilities that exist with the
industry-standard Itanium® architecture with an incremen-
tal integration of Integrity servers.

A Wide Range of Performance Choices

With very fast processors, lots of memory, and all the
64-bit components to take advantage of them, HP systems
offer an enormous boost in database and application
performance and scalability. HP is the only company
that can bring this advantage to customers.

Application performance increases and application fea-
tures become more robust throughout the HP AlphaServer
system and HP Integrity server families. AlphaServer
systems range from the one- or two-processor DS series
through the ES series, and on up through the GS series
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which offers up to 64 of the latest EV7z processors and
512GB of memory. Similarly, the HP Integrity server
family ranges from the one- or two-processor rx1620-2
up through the multi-cell, 128-processor, 1-TB-memory
Superdome.”

OpenVMS and HP server technologies such as clustering,
software and hardware RAID, and distributed resource
coordination all allow the hardware and the application
to provide the most robust system possible.

Appendix 4

IT manager opinions of OpenVMS
Cluster technology

The following is quoted with permission from The United
States User View of Business Continuity and Disaster
Recovery, DH Brown Associates, June 2004

OpenVMS Clusters Set the Pace

The seasoned IT managers with OpenVMS cluster experi-
ence highly appreciated this technology’s unique features.
They remembered that OpenVMS clusters originated the

cluster generation with dedicated hardware and software.

They were also cognizant of the fact that these systems
have evolved to serve a wide variety of applications and
environments.

In fact, the consensus was that OpenVMS clusters remain
“superior” in many senses fo all of the UNIX-based clusters
available today in terms of sophistication of implementa-
tion (e.g., clustering integrated into file system, users can
connect to any server in the cluster, clustering built into
the operating system, up to 96 nodes in datacenters up

to 800 km apart). Moreover, they were aware (to varying
degrees) that an OpenVMS cluster can simultaneously be
a scale-out, high availability, and disaster-tolerant cluster
depending on the scripts used, the interconnect inter-nodal
distances, and the application or applications deployed.
These applications range from custom-written customer
applications (most of the individuals interviewed had
these) to general-purpose uses of the Oracle database.
One inferviewee noted that the ability to port an
OpenVMS application from a single node to a cluster
with minimal effort had served him well. The consensus of
the inferviewees was that OpenVMS clusters served their
purposes well. This was deemed to be especially true
when a general-purpose UNIX cluster would not do at all.
For these inferviewees, it was all a question of what capa-
bility was needed and what the cost of that capability
would be. They did note that they thought that in the long
run, there would be less of a need for OpenVMS cluster
capability at the high end as UNIX clusters continue to
improve and encroach upon this space. HP has a superb
opportunity here with the forthcoming Itanium-based
OpenVMS clusters (e.g., on Superdome). This solution
features a superior cluster architecture running on a high-
end chip. It also provides optimal performance to those
high-end applications that require what the OpenVMS
cluster offer. The challenge here is to get the message out
in the face of all the other cluster offerings on the market,
including those from HP. An additional challenge is to
overcome the perception that OpenVMS is an “old”
technology despite its superior technical features.

7 As of publication OpenVMS is qualified on the 16202, x2620-2,
and x4640-8 Integrity Servers. By the first half of 2006 it will be qualified
on the entire entry-level, mid-range, and high-end HP Integrity server family.
OpenVMS will also be qualified on HP Integrity blade servers.
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